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Abstract 


The advent of technology has brought about unprecedented opportunities for communication 
and access to information which has helped in professional skills development, fostering 
learning, research and creativity. It has also created an avenue for criminals to exploit the 
‘vulnerable’ in the society, particularly the children; thus, making the cyber space unconducive 
for them. This paper examines the legal protection of children against online sexual exploitation 
and abuse in Nigeria. It identifies the various types of online child sexual abuse, examines the 
legal framework for the protection of children against online sexual abuse, pinpoints the 
challenges associated with the legal framework and proffers durable solutions that will help tackle 
the exponential growth in online child sexual abuse in Nigeria. This paper adopts a mixed method 
research design and finds that there is significant increase in online child sexual abuse in Nigeria 
in spite of the laws and institutions in place to address this problem. Additionally, it is revealed 
that the legal framework for the protection of children against online child sexual abuse in Nigeria 
is fraught with deficiencies. The paper concludes that Nigeria owes the obligation to protect its 
children from online child sexual abuse and needs to take proactive steps to ensure this. The 
paper recommends that measures be taken to ensure that perpetrators of the heinous crime of 
online child sexual abuse are brought to book to serve as deterrents to others in the society. 
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1. Introduction 


More than half of the global population has access to the internet. One of the three 
internet users in the world today is a child.! There is no comprehensive data on children’s access 
to internet facilities. This rather varies on the income status of the country. In high income 
countries, children have more internet access than in most low and middle income countries.2 
Although, the use of internet globally is of immense benefits to the society, it has created an avenue 
to access and harm children. Children are being sexually abused and exploited via the internet and 
other computer network, thus posing an alarming threat to children’s safety only at the global level 
but also nationally. 


1 The National Child Traumatic Stress Network, ‘Sexual Abuse’< https://www.ntsn.org> accessed on 23 
November, 2023. 


2 Pennsylvania ‘Coalition to Advance Respect, "Learn Examples of Child Sexual Abuse’ 2022. 
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Child sexual abuse is any interaction between a child and an adult (or another child) 
in which the child is used for the sexual stimulation of the perpetrator or an observer.3 It involves 
the manipulation of the child to engage in sexual activities without his/her consent. It is any sexual 
contact with a child that can either be physical or non-physical (in person or online).4 Online (non- 
physical) sexual acts against children include; exposing a child to pornography, photographing a 
child in sexual poises, using computers, cell phones or social media outlets to make sexual 
overtures or expose a child. 


Online child sexual abuse affects both boys and girls in neighborhoods and 
communities and cuts across children of all ages, races, ethnicities, economic backgrounds etc. It 
involves the display, collection, and/or distribution of child sexual abuse material for personal 
sexual gratification or financial gain, interaction with pedophiles, participation in online live 
streams of child sexual abuse, and/or grooming of a child to engage in online and offline sexual 
acts.® 


Globally, one in eight children are estimated to be victims of some form of sexual 
violence online or in real life compared with one in five children in Europe.” In 2022, there were 
32 million reports of suspected child sexual exploitation, 99.5% of which were made by electronic 
service providers.’ Online child sexual abuse is a severe problem that requires urgent attention in 
Nigeria. The United Nations Children’s Fund (UNICEF) reports that Nigeria is of one of the 
countries with the highest rate of online child abuse in Africa with nearly 70% of Nigerian Children 
at risk of online sexual exploitation.9 


Victims of online child sexual abuse suffer a wide range of psychological and 
behavioral problems in both short and long terms including; increased illness loss of interest in 
school activities, poor academic performance, lack of self-esteem, suicidal thoughts, post- 
traumatic stress, inability to form lasting relationships, parenting difficulties etc.!° This type of 
abuse happens among whom the child has reposed confidence and trust; thereby affecting 
disclosure and reporting of these incidents." 


Online child sexual abuse and sexual exploitation constitute a serious violation of the 
fundamental rights of children to the protection and care necessary for their wellbeing. Children 
are to be protected from abuse, negligence, violence and exploitation because the violation of these 
rights affects their dignified existence. Hence, States parties to international human rights 
instruments are obligated to put up measures that will safeguard children from all forms of abuse 
including sexual exploitation. 


3 World Health Organisation (WHO),’Violence Against Children Online’ 
4 Ibid. 


5 National Society for the Prevention of Cruelty to Children, Protecting Children from Online Abuse, 
NSPCC Report, 31 October 2023. 


6 C.K. Ozcalik and R. Atakoglu, ‘Online Child Sexual Abuse: Prevalence and Characteristics of the victims 
and Offenders (2021)12(1) Journal of Psychiatric Nursing 76-81. 


7 Human Rights Channel (Council of Europe). 

8EMPACT, EU Factsheet, EMPACT 2022 Results. 

9 T. Haans, ‘Empowering Nigerian Youth Through Education online Safely’, 48 Percent 
Report<https://www.48 percent.org> accessed 3 December 2023. 

10 Brave hearts Foundation Ltd, ‘What are the Effects of Child Sexual Abuse’. 


11 National Society for the Prevention of Cruelty to Children (NSPCC), ‘Protecting Children from Online 
Abuse’, NSPCC report, 31 October 2023. 


38 


Open Journal for Legal Studies, 2024, 7(2), 37-52. 


This study will appraise the legal and institutional framework for combatting online 
sexual abuse in Nigeria with the aim of identifying the challenges associated with the framework 
and proffering solutions on how best to tackle this problem in Nigeria. 


2. Types of online child sexual abuse 
2.1 Online grooming 


This is also known as enticement of children or solicitation of children for sexual 
purposes. Online grooming is described as a practice in which an adult “befriends” a child often 
online with the intention of sexually abusing him/her. Offline grooming also exists.!2 Research has 
revealed that grooming is commonly perpetrated by males and to a lesser extent do women solicit 
children for sexual purposes and or to groom them." Basically, the grooming process is in stages 
beginning with the victim selection.*4 


Virtually, children take part in a variety of social media platforms and communication 
applications that perpetrators can utilize to gain access to children’s accounts. Perpetrators chose 
their victims in so many ways including; through “appeal/attractiveness” (mainly determined by 
the perpetrators’ desires), “ease of access” (based on whether the privacy settings on the websites, 
platforms, and applications (apps) children use are disabled or inadequately set) and/or 
“vulnerabilities” (children post about isolation, being abandoned or feeling misunderstood).'5 
After victim’s selection, the perpetrator contacts the victim to gain access to him or her. The 
perpetrator then seeks to form a relationship with the victim.*® 


The perpetrator tries to gather information about the victim from online sources and 
uses same to deceive the victim, e.g., feigning common interest and hobbies, similar learning 
/social institutions in order to relate with the victim, build rapport and trust. The perpetrator’s 
purpose is to further develop the friendship into a relationship.*” Before the sexual exploitation or 
abuse, the perpetrator tries to ensure his safety and accesses the risk of being detected. He finds 
out if the victim’s accounts and/or digital devices are not monitored by the child’s parents. He 
communicates the exclusivity of the relationship and the need for secrecy, and isolates the child.18 


Online grooming does not follow a linear process, it can happen through dynamic 
means driven by the motivation and capabilities of the offender and his/her ability to manipulate 
and control the victim.’9 The ultimate goal of online grooming is to sexually exploit or abuse the 
victim. 


12 United Nations Office on Drugs and CrIme, Module 12: Interpersonal Cybercrime, UNODC Teaching 
Module Series < sherc.unodc.org> accessed 4 December 2023. 


13 A, Altamura, Online Child Sexual Abuse and Exploitation: Spotlight on Female Sex Offenders (2017) 
ECPAT International Journal. 

14 G. M Winters, E. L Jeglic, and L. E. Kaylor, ‘Validation of the Sexual Grooming Model of Child Sexual 
Abusers’ (2020) Journal of Child Sexual Abuse, DOI:10.1080/10538712/2020.1801935. 

15 Kenneth Lnning, “The Evolution of Grooming: Concept and Term. (2018)33(1) Journal of Interpersonal 
violence, 5-16. 

16 R. O'Connell, ’A Typology of Cyber Sex Exploitation and Online Grooming Practices’, Preston: University 
of Central Lancashire. 

17 Tbid. 

18 §, Aitken, D. Gaskell and A. Hodkinson,’ Online Sexual Grooming: Exploratory Comparison of Themes 
Arising from Male Offenders ‘Communications with Male Victims Compared to Female Victims, 39(9) 
Deviant Behaviour, 1170-1190. 


19 Tbid. 
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2.2 Child sexual abuse / exploitation material 


This is the recording of the sexual abuse or exploitation of a child or young person. It 
means material that represents acts that are sexually abusive and/or exploitative to a child. This 
includes but not limited to recording the sexual abuse of children by adults, images of children 
included in sexually explicit conduct and the sexual organs of children when the images are 
produced or used primarily for sexual purposes.?° This material can be distributed via e-mail, text 
message, instant messaging, chatrooms, and peer-to-peer file sharing networks. 


National, regional and international laws vary as to what a child sexual abuse material 
is. In some countries, only the depiction of real children in the material is regarded as a form of 
child sexual abuse material. This material is prohibited in international, regional and certain 
national laws. Many national laws differ in regard to criminalization of the possession, production, 
provision, procurement and/or distribution of the material. Many countries criminalize 
possession of a child’s sexual abuse material only if there is intention to distribute the material. 
Many countries do not have provisions in their laws that specifically criminalize online child sexual 
abuse material.” 


2.3 Live streaming of child sexual abuse 


This involves the real-time broadcasting of child sexual abuse to viewers in remote 
locations. It involves the transmission across national borders over the internet. Some countries 
have reported cases of domestic live streaming of child sexual abuse. Live streaming of child sexual 
abuse can occur on online chatroom, social media platforms and communication apps (with video 
chat features).2? Viewers of the live streaming child sexual abuse can be passive (i.e., just to play 
to watch), while some can be active by communicating with the child, the perpetrator of the sexual 
abuse and requesting for specific sexual acts to be performed on / or performed by the child. Live 
streaming child sexual abuse does not occur just for financial gratification but can occur in an 
abusive relationship. 


Although the term “live streaming child sexual abuse” is not explicitly mentioned in 
any international, regional or national legal instrument, it can be criminalized under sections 
prohibiting participation of a child in pornographic performances. For example, there was an 
instance of Romanian woman that was sexually abusing her one-year old daughter and three-year 
old son via skype for payment.23 High levels of poverty, unemployment, job instability have been 
identified as factors driving live streaming of child sexual abuse.?4 In some regions, for instance 
the South East Asia, families forced use of children to perform sex acts in order to financially 
support families. It is not regarded as a taboo, or contrary to their cultural and social norm.?5 


Children are sometimes forced by facilitators (either a family member or a community 
member) to appear in front of webcam to engage in sexual behavior or to be sexually abused.?° 


20 Law Insider, Child Sexual Abuse Material: Definition<https://www.lawinsider.com>accessed 5 
December 2023. 


21 International Center for Missing and Exploited Children, ICMEC Report 2016. 


22 European Union Agency for Law Enforcement Corporation (EUROPOL), Internet Organised Crime 
Threat Assessment 2018, Europol Report, 2018. 


23 Tbid. 


24 A, Varrella, Live Streaming of Child Sexual Abuse: Background, Legislative Frameworks and the 
Experience of the Philippines (2017), ECPAT International Journal. 


25 Ibid. 
26 Internet Watch Foundation Annual Report, 2018. 
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This act is justified in Philippines as a child’s contribution to the family whereby the money the 
child receives is used to feed the family including the younger ones. There are other instances of 
live streaming involving white girls from relatively affluent backgrounds physically alone in their 
bedrooms, Nigerian girls are no exemption. We have girls in the secondary school boarding 
houses, tertiary institutions and even in the comfort of their private dwellings live streaming for 
themselves and posting on the internet. 


3. Online child sexual abuse, an infraction of human rights provisions 


Human rights are the basic fundamental and unalienable rights available to every 
individual across the globe irrespective of their color, race, creed, sex, origin etc. These rights are 
protected at the international, regional and national levels. International human rights law lays 
down obligations which States are bound to respect, to protect and fulfil. Online child sexual abuse 
constitutes an infraction to children’s rights which encompasses a broad range of rights including 
civil, political, economic, social and cultural rights. 


In a situation of online child sexual abuse, children’s rights including; right to live with 
dignity, right to liberty, right to personal security, right to privacy, freedom from torture and 
degrading treatment, right to health etc. are being tampered with. These rights are guaranteed 
under the International Bill of Human Rights adopted by the United General Assembly Resolution 
217A(II]),?” the Constitution of the Federal Republic of Nigeria 1999 (as amended) and in the 
Constitutions of almost all other jurisdictions. 


Human rights are deeply connected with dignity and its provisions are to ensure 
individual’s dignified existence. Article 34 of the United Nations Child Rights Convention 1989 
states that: “Children have the right to be protected from sexual abuse regardless of their gender 
or sexual orientation.” This provision guarantees the protection of children from sexual abuse 
either online or offline. The posting of online child sexual abuse image steals the dignity of the 
affected children and takes the toll of their health. 


The Council of Europe recognizes that human rights apply equally online or offline. 
The Council lays down the basic framework of principles to protect the fundamental human rights 
guaranteed by the European Convention on Human Rights for Internet users.28 This guide 
emphasizes the protection of the right to freedom of expression, access to information, right to 
freedom of assembly, protection from cybercrimes, right to private life and the protection of 
personal data. 


In Nigeria, the Digital Rights and Freedom Bill which seeks to protect the right of 
internet users from infringement of their fundamental freedom and to guarantee the application 
of human rights for users of digital platforms was transmitted to President Muhammadu Buhari 
for the Presidential assent in February, 2019.29 He declined signing the Bill into law on the basis 
that it covers too many technical subjects and it fails to address any of them extensively.2° Up till 


27 The International Bill of Human Rights, Universal Declaration of Human Rights, art 1 adopted by the 
General Assembly Resolution 217(III) of 10 December 1948 
<https://www.ohchr.org/documents/publications/fact sheet2 rev.1en.pdf> accessed 6 December 2023. 
28 Guide to Human Rights for Internet Users adopted on 16 April 2014 by the Committee of Ministers of 
the Council of Europe. 

29 Abisola Olasupo, Why Nigeria Needs to Sign Digital Rights and Freedom Bill into Law as the World 
goes Digital’, The Guardian, 2 July 2020. 


3° Peter Newell, Legal Frameworks for Combating Sexual Exploitation of Children. 
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2023, the Bill is yet to be signed into law. The Bill if signed into law is to ensure the survival and 
safety of Nigerians on the internet and in the digital space.3 


4. Legal and institutional framework for combating online child sexual abuse 
in Nigeria 

4.1International framework 

4.1.1 International Covenant on Civil and Political Rights, 1966 


This Convention was adopted by the United Nations General Assembly on 16 
December 1966. It provides that every child shall have the right to such measures of protection as 
are required by his status as a minor, on the part of his family, society and the State without any 
form of discrimination as to race, color, sex, language, religion, national or social origin, property 
or birth.32 


This signifies that children are to be protected by the family society and the State 
without any form of discrimination. 


4.1.2 International Covenant on Economic, Social and Cultural Rights, 1966 


This Convention was adopted by the UNGA on 16 December 1966 and is referred to as 
the sister covenant to ICCPR. It disallows the economic and social exploitation of children. It lays 
down that special measures of protection and assistance should be taken on behalf of all children 
without any form of discrimination. 


4.1.3 The Convention on the Rights of a Child (CRC), 1989 


This Convention was adopted in 1989 by the UN General Assembly and it entered into 
force on 2 September 1990. It builds on the foundation of the International Bill of Rights. This 
Convention specifically protects the rights of children all over the world. It affirms the status that 
children are equal holders of human rights and empowered actors in the realization of these rights. 
It includes explicit rights to protection from all forms of violence and exploitation including sexual 
exploitation. 


Articles 34 and 35 of the CRC require States to protect children from all forms of sexual 
exploitation and sexual abuse. This includes prohibiting the coercion of a child to perform sexual 
activity, the prostitution of children, and the exploitation of children in creating pornography. 


4.1.4 Optional Protocol to the Convention on the Rights of the Child on Sale 
of Children, Child Prostitution and Child Pornography 


This Optional Protocol was adopted by the UNGA in 2000 and it entered into force in 
January 2002. The Optional Protocol is a supplement to the UN Convention on the Rights of the 
Child. The main aim of the Convention is to prohibit child pornography and child prostitution It 
provides detailed definitions of sale children, child prostitution and child pornography. It requires 
ratifying States to criminalize these actions as offences and provide support for the child victims. 


31 Pavestones Legal, “The Digital Rights and Freedom Bill 2019.’ <pavestoneslegal.com>accessed 12 
December,2023. 


32 ICCPR 1966, Article 24. 
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State parties are to submit reports to the Committee on the Rights of the Child on the measures 
they have taken to implement the provisions of the Protocol. 


4.2 Regional framework 
4.2.1 African charter on human and peoples rights (ACHPR), 1981 


This regional human rights instrument was adopted in 1981 and it came into force in 
1986. “It is a general instrument requiring States to ensure the elimination of every form of 
discrimination against women and also ensure the protection of the rights of the women and the 
child as stated in the International Declarations and Conventions.”33 


4.2.2 African Charter on the Rights and Welfare of the Child, 1990 


This Convention was adopted in 1990 and it entered into force in 1999. Article 27 
obligates States to undertake to protect the child from all forms of sexual exploitation and sexual 
abuse and in particular to take measures to prevent; 


a) the inducement, coercion or encouragement of a child to engage in any 
sexual activity; 


b) use of children in prostitution and other sexual practices; 


c) use of children in pornographic activities, performance and materials. 


4.2.3 The African Youth Charter 


Is a framework developed by the African Union in 2006 to guide its member States. 
The Charter defines youth as people between the ages of 15 to 35 years. The Charter requires States 
to enact and enforce legislation to protect girls and young women from all forms of violence, 
genital mutilation, incest, rape, sexual abuse, sexual exploitation, trafficking, prostitution and 
pornography.34 


4.3 Domestic laws 
4.3.1 Constitution of the Federal Republic of Nigeria, 1999 (as amended) 


The Constitution is the ground norm and the highest law of the land from which other 
laws derive their legitimacy. It spells out the rights of all citizens of Nigeria including children. The 
fundamental rights of children guaranteed by the Constitution include: right to life, right to dignity 
of human person, right to personal liberty, right to fair hearing, right to privacy and family life 
right to freedom of thought, conscience and religion, right to freedom of expression, peaceful 
assembly and association, freedom of movement, freedom from discrimination. 


The constitution provides that some of these rights can be restricted in the interest of 
the State. The Constitution does not have an explicit provision on child sexual abuse. 


33 African Charter on Human and Peoples Rights 1981, art. 18 


34 University of Minnesota Human Rights Library, ‘African Youth Charter’, 2 July 2006. 
<hrlibrary.umn.edu>, accessed 12 December 2023. 
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4.3.2 Child Rights Act, 2003 


This was adopted in Nigeria in 2003 to domesticate the Convention on the Rights of 
the Child into our laws. It requires that the well-being of every child must be respected and 
considered paramount. 


Part III of the Act prohibits the importation of harmful publications which portray 
information such as the commission of crimes, acts of violence, obscene, immoral and indecent 
representations which tend to corrupt or deprave a child. It also prohibits any harmful publication 
or any photographic film or any plate thereof which aims at corrupting the morals of children in 
Nigeria. This provision seeks to cover materials transmitted through the media, internet, videos, 
electronic games etc. 35 


4.3.3 Cybercrimes (Prohibition and Prevention, Etc. Act), 2015 


This Act provides an effective, unified and comprehensive legal, regulatory and 
institutional framework for the prohibition, prevention, detection, prosecution and punishment 
of cybercrimes in Nigeria. Additionally, the Act provides for the offence of online sexual 
solicitation of children, grooming, luring or predation. This is a situation where minors are 
engaged in sexually oriented communications (e.g. “computer chat”) often to arrange offline 
sexual encounters. The Pornography is one of the cybercrimes covered by the Act. The term 
“child pornography” shall include pornographic material that visually depicts: 


(a)a minor engaged in sexually explicit conduct; 


(b)a person appearing to be a minor engaged in sexually explicit conduct; 
and 


(c) realistic images representing a minor engaged in sexually explicit 
conduct?® 


The three different categories of offences covered by the Act which are all punishable 
include: 


(i) Creation and transmission of child pornography: 


These acts usually include; the making, dissemination, circulation, publication and 
transmission of information containing child pornography or child sexual exploitation in 
electronic form. Damages resulting from such acts can cause harm to children particularly when 
circulated on the internet as it would be challenging to restore children’s rights once information 
harmful to their interests is circulated. The Act provides that any person who intentionally uses 
any computer system or network in or for such an act, would be liable to imprisonment for a term 
of 10years or to a fine of not more than N 20,000,000 or to both fine and imprisonment.%’ Section 
23(1) of the Cybercrimes Crimes Act provides as follows: 


(1) Any person who intentionally uses any computer system or network in or for: 
(a) producing child pornography; 

(b) offering or making available child pornography; 

(c) distributing or transmitting child pornography; 


35 Child Rights Act, sections 17 and 18. 
36 Cybercrimes (Prohibition, Prevention etc.) Act 2015, section 23(4). 
37 Ibid, section 23(1)(i). 
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(ii) Unsolicited distribution and child pornographic images 


This involves sharing or sending of images that contain pornographic content among 
several persons or groups without the consent of the recipients. This includes sharing and sending 
such images on social media platforms such as WhatsApp, Instagram, Facebook, Twitter and other 
similar networks. 


‘The Act provides that any person who knowingly makes or sends other pornographic 
images to another computer by way of unsolicited distribution shall be guilty of an offence and 
upon conviction be sentenced to one year imprisonment or a fine of N 250,000 or both’.38 


(ii) Procurement and Possession of Child Pornography 


Child pornography possession is an unusual sex crime as it forms a form of child sexual 
exploitation that requires no interaction with the victim. It involves receiving and keeping images 
that are contraband because; they show actual children (often with hidden identities) being 
sexually abused and exploited. Although having a sexual motive is one of the requirements for the 
crime, but being in possession of child pornography suggests that the perpetrators of such are 
sexually interested in children.39 


The Cybercrimes Act provides in Section 23(1) (d-e) thus; 
S.23 (1) Any person who intentionally uses any computer system or network in or for: 
(d) procuring child pornography for oneself or for another person; 


(e) possessing child pornography in a computer system or on a computer-data storage 
medium. 


Shall be liable to imprisonment for a term of not more than 5 years or a fine of not 
more than Ten Million (N10, 000,000) or to both such fine and imprisonment. 


The Cybercrimes Act also provides that the sharing of sex tapes, nudes and 
pornography on media is punishable under the Act. It provides thus: Any person who knowingly 
or intentionally sends a message or other matter by means of computer systems or network that 
is grossly offensive, pornographic or of an indecent, obscene or menacing character or causes any 
such message or matter to be so sent;....commits an offence under this Act and shall be liable on 
conviction to affine of not more than N 7,000,000 or imprisonment for a term of not more than 3 
years or to both such fine and imprisonment. 


4.3.4 Trafficking in Persons (Prohibition) Enforcement and Administration 
Act of 2015 


Any person who procures, recruits or offers any person under the age of 18 years for 
the production of pornography, or pornographic performances or allows a person under the age 
of 18 years to be harbored in a brothel commits an offence and is liable on conviction to 
imprisonment for a term not less than seven years and a fine not less than 1million naira. There 
would however be additional punishment of 1 year imprisonment where such person administered 
or stupefied the victim with any drug substance.4° 


38 Ibid, section 23(2). 


39 J. Wolak, D. Finkelhor and M. Mitchell, Child Pornography Possessors: Trends in Offender and Case 
‘Characteristics (2011)23(1) Sexual Abuse A journal of Research and Treatment. 


40 Trafficking in Persons Act, 2015; Section 17. 
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4.3.5 Criminal Code Act 
Section 170 of the Criminal Code Act provides that: 
Any person who knowingly sends, or attempts to send, by post anything which; 


(b) encloses an indecent or obscene print, painting, photograph, lithograph, 
engraving, book, card, or article, or which has on it, or in it, or on its cover, any indecent, obscene, 
or gross; inoffensive words, marks, or designs; is guilty of a misdemeanor and is liable to 
imprisonment for one year. 


4.3.6 Penal Code Act 
This Act prohibits sending dangerous or obscene things by post. The Act provides thus; 
Whoever intentionally sends by post anything which: 


(a) encloses anything of such a nature as to be likely to cause injury to any person or 
thing in the course of conveyance; or 


(b) encloses any obscene book, pamphlet, paper, gramophone record or similar 
article, drawing, painting, representation or figure, shall be punished with 
imprisonment for a term which may extend to one year or with fine or with both.# 


4.3.7 Nigeria Data Protection Act (NDPA), 2023 


The Act establishes the legal framework for the regulation of personal data in Nigeria 
and replaces the Nigerian Protection Regulations (NDPR) 2019.It was enacted on 12 June 2023 
and has been operative since then. This law is binding on online service providers collecting 
personal data of children. This law was enacted in line with section 37 of the Constitution of the 
Federal Republic of Nigeria, 1999 (as amended) on right to privacy as well as section 8 of the Child 
Rights Act on children’s right to privacy. 


5. Institutions protecting children against sexual abuse and exploitation 


There are some governmental authorities, non-profit organizations, human rights 
institutions responsible for protecting the rights of children. They include but are not limited to 
the following: 


5.1 The National Human Rights Commission 

5.1.1 The National Agency for the Prohibition of Trafficking in Persons (NAPTIP) 
5.1.2 Ministry of Women Affairs and Social Development 

5.1.3 Federal Ministry of Justice 

5.1.4 Special Presidential Committee on Human Trafficking, Child Labor and Slavery 
5.1.5 Nigeria Police Commission 

5.2 Non-Governmental Organizations 

5.2.1 Child’s Rights and Rehabilitation Network 


5.2.2 International Federation of Women Lawyers 


41 Penal Code (Northern States) Federal Provisions Act, Chapter P3, Section 463. 
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5.2.3 National Council for Child’s Rights Advocates of Nigeria (NACCRAN) 
5.2.4 United Nations Children Education Fund (UNICEF), Nigeria 
5.2.5 Child’s Rights Advocacy Group of Nigeria etc. 


6. Prosecution of online child sexual offences 


There has been significant increase in financial sexual extortion with reports of harm 
jumping from 139 in 2021 to over 10,000 reports in 2022.It involves perpetrators grooming and 
manipulating children into sending sexual images and videos of themselves and then extorting 
them for financial gain. It is also known as “sextortion”. 


In the United States of America v. Samuel Ogoshi and two others, charges were 
brought against Samuel Ogoshi, Samson Ogoshi and Ezekiel Robert for sexual exploitation and 
attempted sexual exploitation of a minor resulting in the death of the victim. The defendants 
initiated chat conversations with the victims and used online applications to research information 
about the victims including where they went to school or worked, families and friends. They 
solicited their victims to produce and send sexually explicit images of themselves. The defendants 
engaged in extortion. This case was filed on November 30 2022. The Ogoshi brothers have been 
extradited to the US for prosecution.42 


Furthermore, on 29 August 2023, the US Attorney’s office, western District of 
Michigan reported that Bradon Huu Le, a 22 year old was sentenced to 70 months in prison for 
receipt of child pornography; in connection with sextortion scheme using the social media app, 
snapchat to contact at least 270 girls between August 2019 and December 2019 threatening them 
to send their explicit videos.43 


In Nigeria, there has been poor record of prosecution of sextortion. The Nigerian 
Police has warned Nigerians against sextortion, cyberbullying, character defamation and 
blackmail trending on online dating platforms. A 26 year old woman identified as Opara Joan 
Chizaram was arrested for attempting to blackmail a man, she got connected with on a dating 
platform. After months of communication, she visited the man and in the process of consensual 
activities, she recorded him without consent during an intimate moment and discreetly captured 
images of his surroundings with the intent to blackmail him.+4 


The National Agency for the Prohibition of Trafficking in Persons (NAPTIP) reported 
the apprehension of some members of a notorious cult known for perpetrating gruesome acts of 
sextortion and terrorizing young girls and other residents in Abuja and its environs.45 


Under the Criminal and Penal Codes of Nigeria, publishing of sexual exploitation 
materials is regarded as being defamatory and attracts criminal consequences. 


42 United States Attorney’s Office, ‘The Nigerian Men Awaiting Extradition for Committing Sexual 
Extortion,’ Press Release, 3 May 2023. 

43 United States Attorney’s Office, Man sentenced to 70 Months in Nationwide Sextortion case’,29 August 
2023. <https://www.justice.gov>, accessed 12 December 2023. 

44 “Nigerian Police Alerts Citizens on Sextortion” Via Dating Platforms, Urge Fun Seekers to be Vigilant’, 
‘Sahar Reporters, 2023. 

45 NAPTIP, NAPTIP Bursts a Notorious Sextortion Cult Perpetrating Gruesome Acts Within FCT; Arrests 
Members’, Press Release 4 April 2023. 
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7. Challenges of the legal framework for online child sexual abuse 


Nigeria has a legal framework for the protection of children against online sexual 
abuse and exploitation. However, this legal framework is fraught with deficiencies and 
shortcomings. Some of the challenges include; 


i) Non-availability of specific laws on online child sexual abuse 


The Nigerian Criminal and Penal Codes do not cover the issue of child pornography 
and other types of online child sexual abuse adequately. Although, the enactment of Cybercrimes 
Act of 2015 is laudable and a welcome development, it also covers child pornography but does not 
cover online child sexual exploitation extensively. The Act covers other types of cybercrimes not 
relating to sexual abuse or exploitation. There is need for specific and well detailed legislation(s) 
to cover all forms of online child sexual abuse. For example, legislations such as; Child Online 
Protection Act, Child Privacy Protection Act. 


ii) Non-implementation of Child Rights Act 2003 


The Comprehensive legislation on the protection of the rights of children in Nigeria, 
CRA is applicable only in 22 out of the 36 States in Nigeria. In the Northern parts of Nigeria, the 
law is seen as anti-religious and anti-culture. Therefore, CRA is not enforceable in the North 
having not been adopted 


iii) Ineffectiveness of the laws 


It is a different thig to have laws and it is another for the laws to be effective. Nigeria 
has laws on child sexual abuse, particularly the Cybercrimes Act. This Act however has its 
shortcomings and is considered ineffective having not been able to reduce the exponential growth 
of online sexual crimes against children. The non-enforceability of the laws against online child 
sexual abuse has resulted in the poor record of prosecution of cases in Nigeria. 


iv) Limited data collection and limited generated evidence to inform policies 
and practice. 


There is need for promotion of child participation and agencies in formulation of 
policies and enactment of laws on online child sexual exploitation. 


v) No comprehensive remedies for victims 


Our laws focus more on the offenders and the penalties to be meted out to them in 
given circumstances and pay little or no attention to the rehabilitation of the victims or survivors. 


vi) No synergy among the agencies or investigating units 


There is no collaboration of efforts between the different units or law enforcement 
agencies saddled with the responsibility of investigating the sexual crimes. 


vii) Duplication of roles of governmental agencies. 


Roles of the governmental agencies are often duplicated since there is no delineation 
of their roles. 


viii) Paucity of funds 


Most of the agencies and organizations protecting the rights of children are not well 
funded. They lack funds to carry out their programs and projects; such as creating awareness of 
these online sexual crimes, providing rehabilitation to the victims 


ix) Inadequate Staffing and non-professionalism of staff 
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Most of the commissions protecting the rights of children do not have adequate 
personnel and some of those employed lack the requisite professional skills in handling child 
sexual offences. 


x) Inadequate child sexual exploitation database 


Only Ekiti and Lagos states have introduced the sex offenders registries, even the 
registries are not easily assessable and not regularly updated unlike developed countries such as 
USA, Australia, Canada that have comprehensive child sexual exploitation database. 


x1) Non-availability of reporting hotline or reporting portal 


Reporting hotlines and portals are not readily available to the public to enable them 
report illegal online content such as; child sexual abuse material. 


8. Conclusion 


Children are an integral part of the society and are entitled to protection due to their 
vulnerability. The International and regional human rights instruments as well as domestic laws 
ensure the protection of children from all forms of abuse including sexual exploitation. The advent 
of information and communication technology, apart from creating numerous benefits to the 
society has exposed the children to great harm and risks. Children are being sexually abused and 
exploited via the internet, The exponential growth n the rate of online child sexual exploitation 
has necessitated the examination of the legal framework for combating this menace in Nigeria 


Although Nigeria has extant laws for protecting children against online sexual abuse, 
there is no specific legislation on online child sexual abuse in Nigeria. Child pornography and other 
forms of sexual abuse just form part of the extant laws. Additionally, there is a challenge with the 
implementation of the extant laws in curbing the crime of online child sexual exploitation. The 
unenforceability of these laws has affected prosecution of these cases in Nigeria. Thus, the 
Nigerian government is to ensure the proper investigation and diligent prosecution of the 
perpetrators of the crime to deter others. 


9. Recommendations 
The following recommendations have been proffered: 


The Nigerian legislature should enact specific laws for the protection of children 
against online child sexual abuse. The extant laws should be harmonized and made applicable in 
all federating states in Nigeria. Children and their protecting agencies should be actively involved 
in the formulation of policies and enactment of laws regarding their protection. Our laws should 
also be comprehensive enough to accommodate remedies for victims. 


Additionally, the roles of the governmental agencies and other organisations 
protecting children should be well defined to avoid clashes and duplicity of roles. The agencies 
should be well funded and staffed. Also, professionals should be employed to handle cases of 
children that have been sexually exploited. 


The Nigerian Government should also ensure all states have sex offenders’ registers. 
They should also create reporting hotlines or portals. They should create awareness of these crimes 
not only by introducing it in the educational curriculum but by organizing programs to sensitize 
the general public. Government should ensure that technology companies promote the use of 
acceptable safety measures on their platforms. 
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Parents are to devote time to monitor children’s activities online. They can set up 
parental control on children’s devices and educate them on the various forms of online abuse and 
encourage them to report cases to them. Children are to speak up on strange communications with 
them on the social media platforms. 
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